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D i i d d i i k

The JCSS Framework for Risk Assessment 

• Decisions and decision maker

A decision is:A decision is: 

a committed allocation of resources

the decision maker thus has responsibility for the 
committed resources – but also responsibility to any thirdcommitted resources but also responsibility to any third 
party which may be affected by the decision

th b fit f th d i i h ld t l t b i b l iththe benefit of the decision should at least be in balance with 
the committed resources – this depends on the preferences 
of the decision maker – measured in terms of attributes
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D i i d d i i k

The JCSS Framework for Risk Assessment 

• Decisions and decision maker

Society – and decision making for societySociety and decision making for society

• Oxford: society - can be defined as: 

a particular community of people living in a country or 
region and having shared customs laws and organizationsregion, and having shared customs, laws, and organizations

+ sharing resources
+ sharing stakes
+ sharing values and moral settings – e.g. UN charter

Swiss Federal Institute of Technology



D i i d d i i k

The JCSS Framework for Risk Assessment 

• Decisions and decision maker

Society – and decision making for societySociety and decision making for society

• For the purpose of decision making it is important to 
establish

- preferences/values of decision maker- preferences/values of decision maker
- available resources, e.g. budget limitations
- exogenously given boundary conditions
- rights and responsibilities
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D i i d d i i k

The JCSS Framework for Risk Assessment 

• Decisions and decision maker

Society – and decision making for societySociety and decision making for society

• It is useful to define decision making levels at different 
scales
- Supranational authority
- National authority and/or regulatory agencies
- Local authority

P i
The differences are given by 
b d diti- Private owner

- Private operator
S ifi t k h ld

boundary conditions, resources
preferences, responsibilities and 
rights
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Att ib t f d i i t

The JCSS Framework for Risk Assessment 

• Attributes of decision outcomes

Decisions aim to achieve an objectiveDecisions aim to achieve an objective

The degree of achievement is measured by attributes

- natural attributes (measurable, e.g. costs and loss of lives)
- constructed attributes (a function of natural attributes e.g.constructed attributes (a function of natural attributes e.g. 
GDP)

- proxy attributes (indicators which measure the perceived 
d f f lfil t f bj ti )degree of fulfilment of an objective)  
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P f tt ib t tilit

The JCSS Framework for Risk Assessment 

• Preferences among attributes - utility

The attributes associated with a decision outcome may beThe attributes associated with a decision outcome may be 
translated into a degree of achievement of the objective by 
means of a utility function

different attributes are brought together on one or several 
scalesscales

multi attribute decision making implies a weighing of 
diff t tt ib tdifferent attributes
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C t i t d i i ki

The JCSS Framework for Risk Assessment 

• Constraints on decision making

In principle – any society may define what they consider toIn principle any society may define what they consider to 
be acceptable decisions

T i ll d i i t i d i t fTypically decisions are constrained – e.g. in terms of 
maximum acceptable risks to 

- persons
- qualities of the environment
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F ibilit d ti lit

The JCSS Framework for Risk Assessment 

• Feasibility and optimality

Feasible, optimal and acceptable decisions may beFeasible, optimal and acceptable decisions may be 
identified from 

 
Utility

Optimal decision

Utility

Decision alternativeDecision alternative

Acceptable decisions
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S t d lli

The JCSS Framework for Risk Assessment 

• System modelling

Facility

Facility boundaryFacility boundary
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K l d d t i t

The JCSS Framework for Risk Assessment 

• Knowledge and uncertainty

Remember that all uncertainties must be considered whenRemember that all uncertainties must be considered when 
the expected value of the utility is assessed

l t- aleatory 

- epistemicepistemic

It is important to address the possibility of the existence of 
diff t t h th d t k thi i t t idifferent system hypotheses – and take this into account in 
the decision problem
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S t t ti i f t

The JCSS Framework for Risk Assessment 

• System representation – scenarios of events

 Exposure
events System representation must events Sy p

be refined enough to enable
a comparison of the risks

Constituent 
failure events
and direct 

or benefits of different 
decision alternatives

………. consequences

F llFollow-up
consequences
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S t t ti l ti f

The JCSS Framework for Risk Assessment 

• System representation – evolution of consequences

Swiss Federal Institute of Technology



S t t ti lti l l

The JCSS Framework for Risk Assessment 

• System representation – multiple scales
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A t f i k

The JCSS Framework for Risk Assessment 

• Assessment of risks Exposure

l bili

Exposure

l bili
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I di t f i k

The JCSS Framework for Risk Assessment 

• Indicators of risks
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Ri k ti

The JCSS Framework for Risk Assessment 

• Risk perception

Due to perception ofDue to perception of 
possible events
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C i f d i i lt ti

The JCSS Framework for Risk Assessment 

• Comparison of decision alternatives

Optimal decision alternatives are selected by comparing 
expected total utility 
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Di ti

The JCSS Framework for Risk Assessment 

• Discounting

In evaluating the benefit and risk – the time ofIn evaluating the benefit and risk the time of 
consequences as well as investments must be taken into 
account – by discounting

- private discounting should consider long term investment 
returnreturn

- public sector should consider only long term rate of 
i th tl d 2 teconomic growth – presently around 2 percent per 

annum
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Ri k t t t i ti d t f

The JCSS Framework for Risk Assessment 

• Risk treatment – communication and transfer

- In principle risk may be treated at any level in the systemsIn principle risk may be treated at any level in the systems 
representation
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B i ll th t

The Procedure of Risk Assessment Define Context
and Criteria

• Basically the same steps
should be performed for any 
type of facility/application area

Define System

Identify Hazard
Scenariostype of facility/application area

Risk assessment procedures are 
i

Scenarios
- what might go wrong

- how can it happen
-how to control it

generic
Analysis of

Consequences
Analysis of
Probability

Identify Risk
Scenarios

Analyse
Sensitivities

Assess Risks
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Diff t t h i il bl f th f

Techniques of System Identification

• Different techniques are available for the purpose of 
standardizing procedures of systems identification

- PHA (preliminary hazard analysis)
- FMEA (failure mode and effect analysis)

FMECA (f il d ff t d l i )- FMECA (failure mode effect and consequence analysis)
- HAZOP (hazard and operability analysis)
- Risk Screening (HAZID meetings)Risk Screening (HAZID meetings) 

self study – for further details ☺
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Diff t l i l t l il bl f th tit ti

Risk Analysis Tools

• Different classical tools are available for the quantitative 
analysis of risks

- Fault tree analysis

E t l i- Even tree analysis

- Cause/Consequence charts (a mix of the two above)Cause/Consequence charts (a mix of the two above)

Later we will look into an even stronger tool – which is also 
f l l B i P b bili ti N tfar more general – namely Bayesian Probabilistic Nets 
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F lt t l i

Risk Analysis Tools

• Fault tree analysis

A state of failure is definedA state of failure is defined 
as a top event

By logically interrelated 
events the sequences of 

t l di t th t
Bridge 

events leading to the top 
event are modelled

E t

collapse

Extreme 
loadBrittleness
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F lt t l i

Risk Analysis Tools
Top event

• Fault tree analysis

A state of failure is definedA state of failure is defined 
as a top event.

By logically interrelated 
events the sequences of 

t l di t th tevents leading to the top 
event are modelled

Logical connections

B i t
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F lt t l i

Risk Analysis Tools

• Fault tree analysis

Different standards forDifferent standards for 
denoting the different types 
of logical connections
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event

Top Event Basic Event Not developed Trigger Event Note

Swiss Federal Institute of Technology

Top Event Basic Event Not developed Trigger Event Note



F lt t l i

Risk Analysis Tools

• Fault tree analysis

“and” gates will fail only if

OR gate AND gate

and  gates will fail only if 
all components connected 
fail

“or” gates will fail if any one 
of the componentsof the components 
connected fail Failure if one component 

fails
Fails if all 
components fail
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F lt t l i

Risk Analysis Tools
A BA B

• Fault tree analysis

The probability of gateThe probability of gate 
failure may be calculated 
easily from
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F lt t l i

Risk Analysis Tools

• Fault tree analysis

Example: Power Supply System
Power supply

lost
Power supply

lost
Power supply

lost
Power supply

lost

0100001001000010PExample: Power Supply System

System failure – power supply is 
l t

+++0101.0      
01.00001.001.00001.0

=
⋅−+=PFP

lost Engine
fails Power

cables

• Fail:  0.01

Engine
fails Power

cables

•

Engine
fails

Engine
fails Power

cables
Power
cables

• Fail:  0.01
0001.001.001.0 =⋅=EFP

Main Fuel Backup
fuel

• Safe: 0.99

Main Fuel Backup
fuel

•

Main FuelMain Fuel Backup
fuel

Backup
fuel

• Safe: 0.99

fuel

Fail:  0.01
Safe: 0.99

Fail:  0.01
Safe: 0.99

fuelfuelfuel

Fail:  0.01
Safe: 0.99

Fail:  0.01
Safe: 0.99
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E t t l i

Risk Analysis Tools

• Event tree analysis

An event tree typically startsAn event tree typically starts 
from a top event – and attempts 
to model the consequences of 

h tsuch an event

propagating the ConsequencesIntermediate eventTop Eventpropagating the 
effect of e.g. an 
exposure or failure 

t

j=1

j=2

E1

C1

C2

event A
j=3

E2

C3
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E t t l i

Risk Analysis Tools

• Event tree analysis

Assuming that the events areAssuming that the events are 
independent eases analysis – but
dependencies must be taken into 

t !account !
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E t t l i

Risk Analysis Tools

• Event tree analysis

Event trees are often usedEvent trees are often used 
together with fault trees

Event tree

Fault tree

Balanced Large fault tree Large event tree 
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E t t l i

Risk Analysis Tools

• Event tree analysis

Example

Result of fault tree analysis
0.0101

Example

How is the event of power supply 
f il t d t f th

During day
failure propagated to further 
consequences depending on 
whether the failure takes place

g y

Yes No0.33 0.67

whether the failure takes place 
during day or night ? Costs No

costs

0.0034 0.9966
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